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Human Centered Computing



Cyber Security and
Critical Infrastructure Protection

= Complex Infrastructures
o Multiple interacting systems

o Often under different administrative
control

o Very large number of heterogeneous
sensors and data streams

o Multiple operating time-scales for
different components and

subsystems
o Time-critical / Mission-critical |
= Users generally track specific id JEARS i
metrics at any given time. \é@ S A >«\/~
= Difficult to model and predict = ﬁ
> o
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Automation in Complex System Monitoring

Small scale systems were first o, s (8 &
. . \&/ RN R N QL
monitored directly by users. / n g Lo -
o User has a mental model of the @ . [ S 1
system - Toaa s

o Single administrative domain

Increasing scale and complexity
requires some level of automation /™

High-tempo events i ll

a

o Large number of nodes

o Large number of events

o Complex very complex model

Human becomes increasingly
detached form the system :.l_j

Control/Defense becomes brittle
and hard to understand/control
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Our Research Focus:
luman-Centered Defense Infrastructures

= Design security infrastructures to
enhance human capabilities and
performance on monitoring,
diagnostics and control of
complex and critical systems.

-—

.; '
Autonomic

Defense Infrastructures

= Design new human-in-the-loop
defense infrastructures that are
semi-autonomous or autonomic in
nature — a required feature for
effective defense systems.

= Build cognitive, mix-initiative
systems for cyber defense and
critical infrastructure protection.
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Current Projects and Lessons Learned

e N iy Enterprise

\ﬁ: Network Security

S

-Tactical System Architecture

Tactical
Network
Security and
Mission
Survivability

Network

Operations
Center

Supervisory Control and Data
Acquisition — SCADA Systems

Intelligent

Transportation
Systems
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‘ Enterprise Network Security
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‘ Enterprise Network Security
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‘ Enterprise Network Security
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‘ Enterprise Network Security
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‘ Enterprise Network Security
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Enterprise Network Security
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‘ Proposed Approach

_ <
- ¢% e
= Shared Knowledge Models

between analysts
= Autonomous Software

Agents acting as roaming
security guards T { """"""""""" .

o Better Coverage and enforcement
of security policies

Disconnected Operation 1

o Cognitive Software Agents for
Analyst support : i i
o Specialized Agents for Security | |
and Network Discovery ‘ = 3 3
o ¢ s (3 =) (3 =)

- - -,
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‘ Enterprise Network Security
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‘ Enterprise Network Security
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Enterprise Network Security

Knowledge
Management'  Management

O Mediating knowledge
representation between humans

O  Graphical notation using
concepts, links, and attached
resources

O NOT a formal representation like
a conceptual graph or a
semantic network

0 Flexible and easy-to-use ) ) ) j

metaphor for expressing and
browsing knowledge

B
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Enterprise Network Security
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‘ Enterprise Network Security

O

Knowledge

= j - <. =
— ] =
Agent
Management Management

Simple security/admin
operations

Maintains state across multiple
hosts

Ensure system coverage

Supports disconnected
operations

Multiple perspectives for
network discovery

Persistent operations (at
shutdown)

Off-site policy enforcement

B

{

Marco Carvallho (mcarvalho@ihmc.us)



The Agent Management Console

Wﬂ Console L:-Iw

File View Tasks Help
Logon |V’|ew ClientsiLaunch Agents | J View Active Agents ‘ | Create/Manage Agents | J View Groups
3
[ viewLaunch Agents 2 L] [ ProcessFinder@luceroJHMC s X
‘ Launch Agent ‘ | Refresh ‘ [ Select all | [ List of Py
Common Name | Description | osName | IPAddress | Running |Quaratined W D mf [ U53£_| ] ‘
cygnus2.ihme Marca's Laptop Windows 10.100.0.3 yes no [System Process]  NIF [&] ) N ﬁ
furud.ihme Mast Testing Windows 10.100.0.32 ves no alg.exe 348 ~
ithor.ihme Mast Testing Windows 10.2.89 ves no ALsve.exe 1784 | Listof Pr
jabbah.ihme Mast Testing Windows 10.2.8.12 yes no AutoUpdateAgentN... 1772 Name [ o | owner | Usage
luceroihme Mast Testing Windows 10.2.8.14 yes no CSrSs.exe 548 Ksomtirgarl root TN -
pinball.ihme Mast Testing Windows 10.2.8.26 yes no CSISS.exe 1876 ksoftirqd/1 5 root NIF o
rivendell.ihmc Mast Testing Windows 10.2.813 yes no Java.exe 1896 kswapd0 36 root NIF
sputnikihme James's workstation Windows 10.2.8.16 yes no jeeves.exe 1468 login 2732 root 1204
corusantihme har inux release 10.2 Linux 10.2.8.10 ves no logon.scr 3872 mDNSResponder 2457 nobody 1068
cygnus1i.ihme Maggie's Laptop Linus 10.2.37.2 ves no Isass.exe 628 rmigration/0 2 root NiF
nereid.ihme Fedora Core 3 Linux 10.2.32.4 yes no ManagementAgent.. 1716 m!grationﬂ 4 root MNIF
supermario.ihme Mandrakelinux release 10.2 (Limit... Linux 10.100.0.6 yes no |MASTKermel.exe 3468 ringetty 2733 root 404
RouterNT.exe 1808 mingetty 2734 root 408
SAVAdminService... 1624 mingetty 2735 root 408
SavService.exe 988 mingetty 2736 root 404
= vy services.exe 616 mingetty 2737 root 408
(] active agent List smss.exe 500 nifl 2427 root 572
Refresh | Select All spoolsy.exe 1316 ntpd 2590 ntp 5928
svchost.exe 796 pdflush 34 root NIF —
Name I Common Name I Update Time svchost.exe 844 pdflush 35 root NIF
us.ihme.mast.agent baseagents.ProcessFinder  lucero.lHMC 04:13PM 2005-08-19 svchost.exe 904 pine 26175 root 336
us.ihme.mast.agent. ProcessFinder  nereid.ihmc 04:13PM 2005-08-19 sychost.exe 1128 portmap 2278 e 596 =
svchost.exe 1160 rpc.idmapd 2357 root 588
System 4 rpc.statd 2298 rpcuser 756
winlogon.exe 572 scsi_eh_0 187 root NIF
scsi_eh_1 180 root NIF
sendmail 2613 root 3092
. sendmail 2623 smmsp 2584
il Rrocess sshd 2536 root 1528
SweepSry 7835 root 252
P 21297 root 192 ~|
Kill Process Abort
View/Launch Agents H Active Agent List ” us.ihmc.mast.agent.haseagents.ProcessFinder | us.ihmc.mast.agent. inder
Log Message
RLCMaNagersevice  Us/T9Is TeTTITS] @ LAUNCI REGUESTITON alas mime =
[ALCManagerService  08/19/05 16:11:19): Received a Launch Request from atlas.ihmec ]
[ALCManagerService  08/19/05 16:13:48]: Received a Launch Reguest from atlas.ihme
[ALCManagerService  08/19/05 16:13:48]: Launching agent us.ihme.mast.agentbaseagents ProcessFinder to tep:if10.2.8.14:3270
[ProcessFinder — 08/19/05 16:13:48]: MASTAgentus.ihmc.mast agent haseagents.ProcessFinder: arrived at the destination...
[ALCManagerService  08/19/05 16:13:50]: Launching agent us.ihme.mast.agentbaseagents ProcessFinder to tep:if10.2.32.4:3270
A 0041 0INE 16:4 2-E21 MAGT. i N N 1ndae A, inadi
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L essons Learned

Building Agents

o System required the user to explicitly specify the
functions of the agent (with few exceptions)

o Upfront investment for agent creation/customization
Managing Agents

o Locating/understanding and launching agents
Interfacing with Agents

o Large volume (overload)
o Difficult to Identify
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‘ Attaching Agents to Knowledge Models
Building Chat Interfaces

SUPPORT_388945a0

Remove,

onsol
File View Tasks Help
Vouon || i o ot | v e gt | et vt v
[ ViewLaunch Agents B4 [ Group Window o X
| Launch Agent | | Refresn | | Select Al (
UserBlacker@thor IHMC:Found user:jcaol
Common Name|_Description |__05 Name | _IP Address. Running | Quaratined |
nuszihme_ Warco's Lapton  Windows 10100015 s no e o user ool (UserBlocker @furud IHHMC
furudihme  MastTesting  Windows. 10.100.0.32 yes no o :“’ Jeool ' |UserBlocker@ithor.HMC
ithorihme__ Mast Testing. Windows. yes no ”::n:iz'e””c':m |{UserBlocker@jabbah.HMC
jabibah.ihme | Mast Testin Windows. yes no b o esr ool \UserBlocker@lucero.HMC
lucerojhme  MastTesting  Windows yes no L luserBlocker@pinballHMC
pinballinme__Mast Testing indows yes no lUserBlocker@sputnik HMC
spuinikihme _ James's works...  Windows yes no
[ corusantinme  Mandrakelinux inux yes no ﬁz::::;‘;:"‘;::
cygnusit.ihme Linux yes no
H{ supermario.in inux T yes o j luserBlocker@supermario.hme
|nerpidibme _Eedora Core
T ACCOUIRSTaNTeT RGP A T
Enter. Status
Usel s ] g, =
L
= {
i | ] Status 1]
I User Status
'] £ AccountsHandleragent@sputnik JHHC o [ [peorusantiime Cll-]
af | Enter
o (= Status
wf| & B nabled B
| ol Entor W IHMC o X
s L =
" H| [aamf £ accountstandieragent@iuceroHmc Cl] T —
M| lasP{ “Enter " bied
User Status jsapied
(Administrator Enabled o
ASPNET Enabled
nabledt
uest Disabled feabred
HelpAssistant Disabled
Enabled
SophosSAULUCEROD Enabled |
leabled < | setectan | pesetectan

[disable user jcool

Abort

add Disable Remove abort

ViewLaunch Agents |

Log Message
[ALCManagerSenvice
[ALCManagerSenvice
[ALCManagerSenvice
[ALCManagerService
[ALCManagerSenvice
[ALCManagerSenvice

09106105 09:39:36]: Launching agent UserBlocker to tepf10.2.814:3270
09/06/05 08:39:38]: Launching agent UserBlocker to tepf10.2.8.26:3270
09/06/05 09:39:38]: Launching agent UserBlocker to tepi#10.2.816:3270
09106105 09:39:40]: Launching agent UserBlocker to topf10.2.810:3270
09/06/05 08:39:42]: Launching agent UserBlocker to tepf10.2.37.2:3270
09/06/05 09:39:43]: Launching agent UserBlocker to tep:10.100.0.10:3270
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Biologically Inspired Tactical Security Infrastructure
(Army Research Laboratory)

Manned Systems Unmanned Air Vehicles
Wi
W G s v
i‘\hﬂtrv Carrier ¢ nd and Class |V— Class Il Class Ill Class IV
Velicle Control Vehicle o -~

“[unmanned Ground Vehlcles

"+ Unal
' il &
A

Small
i .I Manpackable)”
uev

,' Armed
5 ;"'ﬁ ?u Y == Robotic Vehicle

48 ' 4 ARV RSTA
ol = ARV Aslt
FCS Recovery and Medical Treatment @
Maintenance Vehicle and Evacuation .~

ARVA(L) MULE:
(Countermine) (Tl‘lﬂ port}

= Sponsor: Army Research
Laboratory

= Collaborative Project with
the Florida Institute of
Technology

= Enabling Mission
Survivability — “Fighting
Through” Capabilities)
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‘ Proof-of-Concept Implementation:
Mission Survivability

IDD5Y
\J‘
( S

~ |Isolation /
Mission Management

—, |Collective Response/
Immunization

Detection /
Identification

* Maintain System operations in face of disruptions
* Reactive and proactive reconfiguration for
mission continuity (slow the high-freq. effects)
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‘ Policy Estimation

State:{{D,C,F} {2,3})

(1) exec _, send->3,
(2) exec _, send->2,
(3) exec D, send->3,

Actions:

(8) exec DCF, send->2

0.18 0.5
0.16
0.14 _— 0.4
0.12 | :
S o1 8 03
2 o.08 = o,
0.06
0.04 +— 0.1 N D
0.02 -
0 - 0 -
1 2 3 456 7 8 91011 12 1 2 3 45 6 7 8 9 10 11 12
Actions Actions
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L essons Learned

Understanding the environment
o Dynamics of the system
o Dynamics of the defense

infrastructure
Eventual dissonance between
user's mental models and « Maintain System
collective agent responses (poor ggerzitt'gr‘; In tace of
mission mapping) * Reactive and proactive
Benefits in slowing down high- reconfiguration for

mission continuity (slow

frequency effects for human the high-freq. effects)

response (engine failure at take-
off example)
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Traffic Management

Monitored by operators in
centralized control centers

a

Mostly used for traffic
announcements and dispatches = Problem: Understand the

Thousands of data collection interdependencies of the
sensors (indirect measurements) system (spatial/temporal) for

MnDOT (54K Twin Cities Metro) correctlve(preventlve acthn
(Greatly relies on user expertise)
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‘ Transportation Systems

Automatic Regulatory Structure Discovery for Accident Prevention

N

H

| Dataset (or JPD) True Causal Graph
S=1, Y=1, C=1
S=1,Y=0, C=1
= $=0, Y=0, C=0
$=0, Y=0, C=1
8=1, Y=1, C=1

Independence Relations
/ {rucjisj}

X1 X6 X1 X6

J Markov Equivalent Class
X2 ? X5 X2 X5

X3 X4 X3 X4

E
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‘ Transportation Systems

Automatic Regulatory Structure Discovery for Accident Prevention

}—»!SAZI

}—»—\ sia | | s41.4

s34 | ‘ $39.4

{

$37.3
/ 3
‘r ,—537.4

| sssa |

e
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L essons Learned

= Powerful in providing some
insight on useful knobs

o Often known by experienced
operators

= Lack of projection (what if)
capabilities

= Structure discovery process is
obscure at times
o Lack of trust in the process
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‘ L essons Learned

= Itis more than just a visualization
issue (although visualization is
very important)

= Understanding the collective
actions and effects of individual
agents

» Tracking and predicting the
trajectory of the system

= Tracking the progress of Agents
(Progress Appraisal)

= Itis about teamwork!
o Collaborative environment
o Policy regulation
o Learning from experience

Image Source: Sandia, cyber3D Informatique,armsflow
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Ongoing Developments

= Separate Interfaces to
different views of system
o Human is responsible for

regnars ﬁ{/ @ﬁ X& maintaining the mental

model of the systems
[ Component ][ Component ][ Componem J 0 Advanced filters help
improve the understanding

(0. fows, s ﬂ ﬁ TI‘ of each perspective

o Mission Goals exist only at

O 0
@) O O O & m
@@ © @9 OO O Q O human level

.\IDS,Snon.SNMP Sensor Network
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Ongoing Developments

= Information Fusion

Human

—

] 0

integrated
view of

processed

information

< ejgndiuew

]

anbiyuod

! |

Integrated Visualization Component

-
link
processed i
i Shapin:
Visualization lnfofma“on ap g
Component
3

Filters/

\
raw data
(e.q., flows, alerts)

o
e © © 09_6©

® O
Qg © @09 © © ¢ O

\lDS.Snon.SNMP Sensor Network

I :
o ©

@) Q

Fusing multiple sources of data
or perspectives in a common
view

Focus on visualization
technologies

Automatic data analysis may
identify correlations between
events and sources

Mission goals still reside at the
human level

Filter/Fusion definition is done
offline — for the optimization of

pre-defined tasks
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IHMC Cyber SA Framework

= Policy-based multi-agent system for ( e )
Human
teamwork support — A = q \
/ resu
= Data Processing Agents dﬁw oosoffodients IR .o e
mani ulgte viz  view data — i) / | 3

o Simple Data Processing for

System Context W

data filtering <§§h'231§g
\giﬁ;gf\zf\? Agem

o Pre-defined pattern search v.suanzauon

(Speciﬁcation) ( Analysis )

( Deconfliction ) (Dissemination)

visualization
policy

Policy Services

. e . . Visualization Component
o Self Organizing hierarchies

tificati direct direct activities
. . *raur:r,n ovordt iities 0 _%ﬁm ofa%‘err;tu%r:ups
o Template hierarchies for g | et PS5 s

specific tasks (created/ processed nf

accepted) Ch @
o Randomized Patterns Search
) 5

o Explicit user feedback raw data

=  Through policies and configuration ® QO O © OG ®
. . @)
o Implicit user feedback ,DS,Sﬁ_SNOM,, © 28 .9, @ @

= Visualization controls N
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Cognitive Software Agents

- Collaborative Interactive Visualization Component
l \nsuauzon Pol A Filters/
Component ( olicies ) ( gents ) :
3 Shaping

= Multi-user collaborative environment -g’

= Cognitive Agents 0 &
-«»-«»-«»-

o Collect information from
multiple agents/sources [ \j

o Learn from human actions and g7 M }

observations update

. . . . directagents obsefye agents interpretations i ;3.'5
explicit procedural descriptions ;ii Ma ( = \VaRR
o Build hypothesis based on {

ualization %} visualization [ (specmcauon) (Analysus )
sequence of events

policy
Agent [Deoonfhcuon ) (Dmsemmauon
Visualization

Visualization Component Policy Services

= Branch parallel test for validation/ i [555] _om :f.m;.lmwmes
. “ salient events ities of e R oroupe
negation Pty ol °“‘i°t:s ngmg;.t.v

processed information

o Learn new system policies
through task refinement

Agent NelworkK
@ @ G

o @ © ,°® =]
Q@9 © 06 g9 © @ e @
IDS, Snort, SNMP Sensor Network

5
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Situation Context

Cognitive Software Agents

Collaborative Interactive Visualization Component

[ Policies ) ( Agents )

Filters/
Shaping

Agent functionality is represented
in an ontology (using OWL).

Analysts can assemble agents to
create workflows at runtime.

Mechanism for knowledge
Capture (sharing)

-Agenl Nelwork

<+ H

Group

Human Human 4—> Human Human

[ Human J

results
dr ag n!s obsery eagenls
mampulale viz vue% dFta

/ )
update Vie
@Dli"l poli

observations
Imerpretauons

System Context

Agents publish their capabilities
(functional descriptions) — other
agents can assemble flows

automatically (self-organization)

Data-driven model for flow
tasking and organization

Filters/
Shaping visualization
o .

(Specmcalon) ( Analysis )

(Deoonfhcnon (Dlssemmalon

ualizatio policy
onen Agenl
Vsualnzauon
Visualization Component

Policy Services

J

‘notifications [ direct | direct activities
<certovit tivities of —Problems of agent groups
r relationships individual p::gtress through
policy violations agents - tten:in ntext-sensltlv e
prbcessed information licy

O @ " e
o © ©0 ¢ ©

Sensor Network

IDS, Snort, SNMP
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‘ Current Application:
Cyber Defense Situation Awareness

Sponsor: DoD and Industry CyberLab (Ocala, FL)
Mixed-Initiative Multi-Agent Systems

for Cyber Situation Awareness
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Thank you!
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